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Introduction

This document is capturing in textual format what would have otherwise have been conveyed verbally in the meeting, if it weren’t for the laryngitis of the presenter (. The presenter therefore kindly requests the meeting not to consider this a late contribution.

This document presents a number of review comments highlighting issues with the proposal contained in N5-030339, from the point of view of the Presence and Availability Management SCF and the Policy Management SCF. The perspective of these two SCFs is of particular relevance, as they are the main ‘users’ of the data type definitions that are proposed to be modified.

Summarized, from a PAM and PM perspective there is no problem in introducing new base types in TpAttribute or the SCF defined structured types, based on the recognized overlap. But how does one control what PAM or Policy implementations will need to implement whenever someone makes changes to TpAttribute? There needs to be a way for Policy or PAM SCFs to specify that a subset of those types are valid for any one version and include more as and when additional use cases are introduced for those types. In addition, the paper identifies issues with evaluation of XML types, specifically regarding the concept of XML equality.

Detailed Comments

Distinction between variables and attributes
The Policy Management specifications make a deliberate distinction between variables and attributes. Variables are used during decision rendering (i.e. rule evaluation), whereas attributes represent certain "properties" of the Policy Management interfaces such as IpPolicyGroup etc. To further elaborate on this distinction, let us assume a policy group with name "Prepaid" has the rule

     if (balance < 0)

     then

        access = "deny";

     end

The rule has variables "balance" and "access", whose values are either specified in a decision request, or computed as a result of rule evaluation. On the other hand, the group Prepaid has an attribute "CommonName" (specified in the Policy Management specifications) with value "Prepaid", that is provisioned separately, and could have other attributes as well. Note that variable usage in rules is very specific, and is specified via certain attributes of a few interfaces (such as the Expression attribute of IpPolicyExpressionAction and IpPolicyExpressionCondition) as well a few other interface methods.

The entire set of attributes (their names/types etc) for all the Policy Management interfaces (IpPolicyDomain, IpPolicyGroup etc) is specified explicitly in the Policy Management specifications (only their values are provisionable). On the other hand, the variables (their names/types etc) are completely provisionable at run-time.

The authors feel that it is of key importance that the distinction between variables and attributes be maintained. This is a distinction by design. Hence the proposal in N5-030339 in its current form is deemed not to be acceptable. However, since there is an overlap between atomic variable types and atomic attribute types, the following is acceptable to the authors:

1. Make TpPolicyAtomicType a typedef of TpAttributeType

2. Explicitly list the subset of TpAttributeType values that make sense for TpPolicyAtomicType in the Policy Management specifications. In particular, the following do not make sense at the current time:

- P_WCHAR

- P_OCTET

- P_WSTRING

- P_FIXED

- SP_module1/module2/...

- P_XML

Some of the above (e.g., P_WCHAR, P_OCTET, P_WSTRING, P_FIXED) could be added to TpPolicyAtomicType in the future, but that would require further changes to the specs; and so these should be deferred until those changes are also determined.

XML Equality

The authors have strong objections to inclusion of the XML type that requires Policy or PAM implementations to support it. The biggest problem is determining equality. To store and manipulate any attribute value, one needs to define an equality of values. This is simple for base types and is recursively defined for structured types. But how does one define equality for XML values of an attribute? If it is string equality, then two XML values can be considered different even though semantically they are the same (extra spaces for example) and hence all the mechanisms for triggers on value change, hash tables that rely on equality of values, etc., will fail. Unless this is addressed, in the view of the authors, neither Policy Management nor PAM implementations can handle XML values.

For additional background information on this specific issue, the authors refer to http://www.contentguard.com/reference/docs/EqualityContent.htm for an example of the type of problems one needs to face when equality of XML values needs to be ensured in practice.

Either a very fast canonical form of a XML value must be defined in a standard way (which is difficult to do for all domains in which the XML values can be used) or one needs to have a very complex equality checking algorithm that will have a significant impact on performance.

Summary

The authors agree that there is an overlap between atomic variable types and atomic attribute types. Hence the authors agree with the contributors of N5-030339 that some consolidation of data type definitions could be considered. However, the proposal put forward in N5-030339 addresses the overlap only, and not the distinction. As outlined above, this distinction needs to be maintained. In addition, the authors have identified issues with evaluation of XML types, specifically regarding the concept of XML equality.

Based on the above review and assessment, the proposal in N5-030339 in its current form is not acceptable to the authors. The Joint Working Group committee is kindly requested to evaluate this review and assessment, and take the identified issues and problems into account when considering the proposal in N5-030339.

